AUDIT PROGRAM

The Secure Organization

(legislation, security architecture, physical security, logical security, security policy)

Contributed by “Mick” Neshem, Co-founder of ESSI

LEGISLATION

AUDIT OBJECTIVE:  Become familiar with relevant legislation

Legislation

· Become familiar with relevant legislation

· Computer Fraud and Abuse Act 1986

· Electronic Communications Privacy Act 1986

· Federal Sentencing Guidelines 1991 & 1997

· Economic Espionage Act 1996
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SECURITY ARCHITECTURE

AUDIT OBJECTIVE:  Evaluate appropriateness and completeness of security architectural design

Security Architecture

· Review process followed in implementing a Security Architecture

· Security policy established

· Necessary services determined

· Firewalls deployed around perimeter

· Policy enforced via firewall configuration

· Determine if consideration was given to tools used by hackers

· Back Orifice

· Satan

· Fremont

· COPS

· Crack

· ISS

· Packet Capture and Analysis

· whois

· finger

· Retrieve/etc/passwd (TFTP or FTP)

· Dump DNS with DIG

· Probe Hosts with ICMP

· Evaluate functions of firewalls

· Provide security between LAN and WAN

· Provide internal security between LANs

· Control and monitor external access

· Prevent unauthorized access to LAN via WAN

· Allow transparent LAN access to WAN

· Review criteria used in selecting a firewall (14 criteria per US Department of Commerce)

· Deny all services except those permitted

· Supports security policy

· Flexible to accommodate new services

· Advanced authentication measures

· Filter systems to restrict access

· Flexible filtering language

· Use proxy services for FTP, TELNET, etc.

· Centralize SMTP access

· Support public information servers

· Concentrate dial-in access

· Provide mechanisms for logging traffic and suspicious activity

· Use a secure version of the operating system

· Use a simple design so correctness can be verified

· Provide timely bug fixes and updates

· Review classes of firewalls used (in order of increasing functionality and security)

· Protocol converters

· Packet filter routers

· Integrated systems based on packet filtering

· Application and circuit level gateways

· Integrated firewall servers

· Review types of security needed and technologies used to address security issues

· Perimeter security – firewalls

· User identity – authentication

· Data transport – encryption

· Data liability – content filters

· Roaming client – VPN

· Partner  Extranet – VPN & gateways

· Non-repudiation – digital signatures

· Determine if architecture addresses

· Perimeter access control mechanisms

· Common application services

· Emerging application applets and protocols

· End user management, authorization and auditing

· Configuration security

· Connection to external network secured with application gateway firewall

· Firewall configured to secure internet traffic

· Changes authorized

· Administrators access to view and modify configuration appropriate

· Firewall restoration

· Firewall network operations and procedures are documented and in place

· Back up security and configuration files exist and can restore files

· Firewall links

· Sacrificial network 

· Router connecting to internet has only two interfaces

· Connects to internet service provider

· Connects directly to firewall or one which connects to sacrificial network outside firewall

· Each component on sacrificial network does not link to any other parts of internal network or to other networks

· Router configuration 

· Filters in place to detect and drop incoming services not authorized

· Audit Alerts

· Alerts designed to alert management

· Alerts on real time basis and require prompt attention

· Public access information services

· Web server located on DMZ or outside firewall on sacrificial network

· Filter rules restrict types of traffic which can access Web server

· Commercial transactions

· Web server behind firewall or on the DMZ using explicit proxy services

· OR, router placed between server and rest of internal network

· Review methods of subverting TCP/IP

· TELNET

· FINGER – utility gives information about an entity

· TFTP

· Rexec.Rlogin.RSH – can remotely launch a program

· WAIS, WWW

· X11

· ARP

· ICMP Redirect – forces IP circuits to tear down

· IP Loose source route – overrides routing decision process

· RIP – bogus routing information to divert traffic

· SMTP – used to trigger denial of service

· MIME – can launch applications

· Etc.
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PHYSICAL SECURITY

AUDIT OBJECTIVE:  Evaluate physical security over servers and equipment

Physical Security

· Evaluate physical security of servers

· LAN file server facility adequately protected against hostile entry

· Keys to LAN file server controlled

· File server casing locked to prevent removal of boards, chips, and CPU

· Evaluate physical security of LAN equipment

· LAN hardware devices and equipment located in secure facility

· LAN wiring closet and transmission wiring secured
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LOGICAL SECURITY

AUDIT OBJECTIVE:  Evaluate access to LAN/Logical security

Logical Security

· Evaluate access to LAN/Logical Security

· LAN user access based on written authorization

· Access given on need to know basis

· LAN users required to use passwords

· Passwords changed periodically

· Passwords internally encrypted and not displayed on computer screen

· Workstation automatically disabled after three to six cumulative unsuccessful log on attempts

· Alerts generated

· SNMP management used for restricting, identifying and reporting authorized and unauthorized users of the LAN

· LAN connected from outside source through a WAN, modem or dial-up network

· Controls secure incoming and outgoing connections

· Dial back authentication function in place

· Strong authentication system deployed

· One person administer ID’s and access to LAN

· Access to and use of LAN monitored by security personnel

· Standard procedure for documenting requests for additions, changes, and deletions of LAN logical access

· Procedure to mobile users of the LAN

· Follow up on unauthorized access
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SECURITY POLICIES

AUDIT OBJECTIVE:  Determine if security policies are appropriate

Security Policies

· Review security policy for completeness

· Responsibilities of owners, custodians and users

· General disclosure policy

· Confidential information marking

· Confidential information handling, storage, reproduction, transport and destruction

· System access control

· Internet connections

· Computer viruses, worms and Trojan horses

· Application development

· Contingency planning

· Encryption

· Portable computers

· Remote printing

· Privacy and personal use

· Software copying

· Physical security of computer network gear

· Handling information security

· Violations

· Etc.

